IIpunoxenue Ne 5 k nucemy
MHUHOOpa3oBaHus PocToBckoii o0actu
0T Ne

NHOOPMALIMOHHASA ITAMATKA
JUJ OBYUAIOINXCA AJIA PASMEIIEHW A
HA OOUITMAJIBHBIX MHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCA OoJble, a
IIKOJIbHUKM OJIHM W3 CaMbIX AKTUBHBIX IoOJib3oBarenerd Pynera. Mexny tew,
OMHUMO OI'POMHOTI'0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOoOsIeMbl. JTa
nmaMsTKa JI0JDKHA TIOMOYb TeOe 6€30macHO HaXOIUTHCS B CETH.

KomnrerorepHsie BUpyChI

KomnbloTepHblii BUPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTpaMM,
OTJIMYUTENBHOW OCOOEHHOCTHIO KOTOPOM SBIISETCA CIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHune K 3TOMy, BUPYCHl MOTYT MOBPEIUTh WU MOJHOCTHIO YHUUTOXKUTH
Bce (pailyibl U JaHHBIE, MOJKOHTPOJIBHBIE MOJIH30BATEIN0, OT UMEHH KOTOPOTo ObLia
3amylieHa 3apa)Ke€HHas Mporpamma, a TakXe MOBPEIUTh WU JaKe YHUUYTOXKHUTh
OMEpPallMOHHYIO0 CHUCTEMY CO BceMH (haiiaMu B 1esoM. B GoJIbIIMHCTBE CilydaeB
pacIpoOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozpl 3a1IUThI OT BPEIOHOCHBIX MPOrPaMM:

1. MUcnionb3yil COBpeMEHHBIE ONIEPAllUOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HbIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX MIPOTPAMM;

2. IlocrossHHO ycTaHaBnuBal mautd (IUGPOBBIC 3aIUIATKH, KOTOPHIE
ABTOMATUYECKU YCTAHABIMBAIOTCSA C II€JbI0O JOPAOOTKH MPOrpaMMbl) U ApyTue
O0OHOBJIEHUS CBOEH OllepallnOHHON cucTeMbl. CKaunuBail UX TOIBKO € O()ULHATBHOTO
caiita pazpaboturika OC. Ecnu cyiiecTByeT pesKuM aBTOMaTUHYECKOr0 OOHOBJICHUS,
BKJIIOYH €T0;

3. PabGoTaii Ha cBOeM KOMIIBIOTEpE MOJ MpaBaMU IIOJIb30BATENsd, a HE
aIMUHHUCTPATOpPA. DTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MpOrpamMm
MHCTAJNIMPOBATHCS HA TBOEM NIEPCOHATILHOM KOMIIBIOTEPE;

4. Ucnonb3yil  aHTUBUPYCHBIE MPOrPAMMHBIE MPOAYKTbl  HM3BECTHBIX
IPOU3BOIUTENEH, C aBTOMAaTHUYECKUM OOHOBJICHUEM 0a3;

5. Orpannyb GU3NYECKUN JOCTYI K KOMITBIOTEPY VISl TOCTOPOHHUX JIUIL;

6. cnonb3yit BHEIIHUE HOCUTENTW MH(OpMAIMU, Takhe Kak (Ierka, JUCK
win Qailn U3 MHTEPHETa, TOJIBKO U3 TMPOBEPEHHBIX NCTOYHHUKOB,;

7. He oTkpbIBaii KOMIBbIOTEpHBIC (haiiyibl, MOJYYCHHBIE W3 HEHAJICKHBIX
UCTOYHHUKOB. Jlaxke Te ¢ailnibl, KOTOpbIe MpHUCIal TBOM 3HAKOMBIN. Jlyurie yrounu
y HETO, OTTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 570 He BUJ niepeaun JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIL OPEH]I,
mapka. Eme B 1991 roay HuaepiaHickass KOMITAHUSI 3aperucTpupoBajia OpeH.
«WECA», uto o6o3navasio cinoBocoueranue «Wireless Fidelity», kotopsiii
NEPEBOIUTCS KaK «OecpOBOAHAS TOUHOCTbY.



Jlo Haiero BpeMeHH JIoIuIa apyrasi abbpeBuarypa, KoTopasi SBISI€TCS TaKOU
xKe TexHojoruen. Jto abOpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BhICIICH 3BykoBo TexHuku Hi-Fi, 4To B mepeBoie o3Havaer
«BBICOKAsi TOUHOCTBY.

Jla, GecraTHBIA MHTEPHET-AOCTYM B Kade, OTeNsAX U adpoIopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BbIXO/1a B HUHTEpHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, YTO
obmenoctynubie Wi-Fi cetu He SBAsIIOTCS O€30MaCHBIMH.

CoBeTbl 0 6€30MacCHOCTH pabOTHI B 001IETOCTYNHBIX ceTsiX Wi-fi:

1. He nepenaBaii cBoro muuHyto uHpopmalmio uepes obienoctynubie Wi-Fi
cetu. PaboTas B HUX, *KeNaTelbHO HE BBOAUTH MAPOJIU JOCTYyMAa, JOTUHBI U KaKue-
TO HOMEPA;

2. Vcnonp3yit u OOHOBIISI aHTUBUPYCHBIE TIpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIlb ce0sl OT 3aKaYKH BUPYCa HA TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otknroun dpyukimio «O0muii noctyn K ¢aitinam
u npuHTepam». JlaHHas GyHKIUS 3aKpbITa MO yMOJYaHUIO, OJHAKO HEKOTOpPHIC
MOJIb30BATENIM aKTUBUPYIOT €€ JIJIs y1I00CTBa UCTIONIB30BaHus B paboTe mwim yuebe;

4. He wucnons3yid nyOnuunbii WI-FI nnga nepemauum JHUYHBIX JaHHBIX,
HaIpuMep, IS BBIX0JIa B COLIMANIBHBIE CETH WM B JJICKTPOHHYIO MOYTY;

5. Ucnonb3y# ToJIbKO 3amuiieHHoe coequaenue uepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBOM UMEHHO «https://»;

6. B mob6unsHOM Tenedpone orknroun pynknuio "Tloakmouenue k Wi-Fi
apTomatuuecku". He momyckaii aBTOMAaTHYECKOTO MOAKIIOYEHHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacusi.

CounanbHble CETH

CornuanbHble CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIIOJU paboTaroT
U KUBYT TaM MOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MIILTHAP]T YETOBEK,
YTO SIBJISIETCA OJHOU CEIbMOM BCEX JKUTEJICH IUIAHEThl. MHOTME MOIb30BaTENIN HE
MOHUMAIOT, YTO WH(pOpPMAIHs, pa3MEIIeHHas UMU B COIMAIIBHBIX CETSIX, MOXKET
ObITh HalJlcHa W WMCIOJb30BaHAa K€M YTOJHO, B TOM YHCJI€ HE 0053aTEIbHO C
OJJaruMU HaMEpPEHUSIMU.

OcCHOBHBIE COBETHI IO O€30MACHOCTH B COIIMAIBHBIX CETSIX:

1. Orpanuub crucok apy3eil. Y te0s B Apy3bsX HE JOHKHO OBITh CITy4YalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammiaili cBOKO 4YacTHYIO Xu3Hb. He ykasbiBail maponu, TenedoHsl,
aapeca, JaTy TBOETO POXKACHUS MW JAPYryl0 JIMYHYIO  UHOOpMAIHUIO.
310yMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh Jake HHPOPMAIIMIO O TOM, KaK Thl U TBOU
POAUTENH IUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuinai CBOIO peryTaluio - IepKH €€ B YIUCTOTE U 3a7aBail cebe BOIpoc:
XoTen Obl Thl, YTOOBI JPYTH€ TMOJIb30BATE€NU BHUJAEIH, YTO Thl 3arpyskaeiib?
[Tomgymaii, mpeskie 4emM 4To-TO OMyOIUKOBATh, HANIUCATH U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YH CBOE
peanbHOE UMS U IPYTYIO JUYHYI0 WH(DOpMAIUU: UMs, MECTO KUTEIIbCTBA, MECTO
y4eObl U poYee;

5. U36erait pazmemenust pororpaduii B UutepHere, rae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;



6. Ilpu peructpauum B COLUUAJIBHON CEeTH HEOOXOAMMO MCIIONb30BATh
CJIOKHBIE MApOJIH, COCTOSIIME U3 OYKB M UG U C KOJIMYECTBOM 3HAKOB HE MEHEE
8;

7. A1 couMaJbHOM CETH, TOYTHl M JIPyTMX CaWTOB HEOOXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciau Teds B3JIOMAIOT, TO 3JI0YMBILUICHHUKA
IOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DIJIEKTPOHHBIE IEHbIU

DNeKTpOHHBIE JE€HbIH - 3TO OYEHb YAOOHBIM CHOCOO TMUIaTeXel, OJIHAKO
CYILIECTBYIOT MOLIEHHUKH, KOTOPbIE€ XOTAT MOJIYYUTh 3TH JIEHbTU.

DJIEKTPOHHBIE JIEHBI'Y MOSIBUJINCH COBCEM HEIABHO U MMEHHO M3-3a 3TOT0 BO
MHOTHX T'OCYyAAapCTBAX J0 CHUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIIMOHUPYIOT M O HUX Y’K€ PONKMCAHO B 3aKOHE, I/1€ UX
pa3lensAoT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE U HE aHOHUMHBbIE. PazHuna B ToMm,
YTO aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaercs MPOBOAUTH orepanuu 0e3
UACHTU(UKAIIMY TI0JIb30BATENS, @ B HEAHOHUMHBIX MJIEHTU(UKALIKS 10Ib30BaTENs
ABJISIETCS 00S3aTEIBHOM.

Taxxe crnemyer pasnuuyaTh JJICKTPOHHBbIE (UATHBIE J€HBI'H (paBHbI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIE He(dUaTHbIE ACHbIU (HE pPaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM padOTE C 3NEKTPOHHBIMH JIEHbraMU:

1. IIpuBsi>ku K c4eTy MOOMIIbHBIN TeeQOH. DTO camblil yA0OHBIN U OBICTPHIi
croco0 BOCCTAHOBUTH JOCTYI K cyeTy. [IpuBs3aHHBIN TenepoH MOMOXKET, eciu
3a0ynenib CBOM IUIATEKHBIM Maposib WM 3aiiiellb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA;

2. Ucnone3yii oxHopasoBble maposid. llocne mepexoga Ha yCUIICHHYIO
aBTOpHU3allMI0 TeOe yx e He OylIeT yrpokaTh ONacHOCTb KPaKW WJIM IepexBara
IUTATEKHOTO MapOJIs;

3. BoiGepu crnoxubiii maponb. IlpectynmHukam OyneT HE MPOCTO yraaarh
CJIOXHBIN naposb. HajexHple napoau - 3T0 MapoJiv, KOTOPbIE COJAEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U MPOIMUCHBIE OYKBBI, UPPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Joiuiapa, (yHTa, BOCKIMIATENbHBIA 3HAK M T.II
Hampumep, $tROng!;

4. He BBOIM CBOU JIMYHbBIE JAaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.

DJIEKTPOHHAS TTOYTa

DJIEKTPOHHAS IOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIEMBIE €10 YCIIYTH IO
IEPECHUIKE U MOIYYEHHIO AIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paclpeaesoTcs B
KOMIBIOTEPHOM ceTu. OOBIYHO DSJEKTPOHHBIM IOYTOBBIA SALIUK BBITJISIANAT
CJIEYIOIIUM 00pa3oM: UMS_TOJb30BaTeNA(@UMs_JoMeHa. Taxxke KpoMme nepeadn
IPOCTOr0 TEKCTa, UMEETCS BOZMOXKHOCTh TepeaBaTh (ailiibl.

OCHOBHBIE COBETHI IT0 OE30ITACHON pabOTe C ANEKTPOHHOM IOYTOM:

1. Hamo BbIOpaTh mNpaBWIbHBIA TOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIH BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIIE TOBEPSTh TEM,
KOT'0 3HAeIlllb U KTO MEPBBIM B PEUTUHTIE;

2. He yxa3biBail B TMYHON noyTe JUUHYIO0 UH(popmanuto. Hanpumep, myuiie
BbIOpATh «My3bIKaIbHBIA _(haHat@» unu «pok2013» BmecTo «temal3»;



3. Ucnonb3yil ABYX3TalHYI0 aBTOPHU3ALMI0. DTO KOrjJa MOMHMO Mapos
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil 1o SMS;

4. Be1Oepu CIIOKHBIN TapoJib. [[71s KajkI0ro moYTOBOIO SIIHKA JOJDKSH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY MapOJb;

5.Ecnm ectb BO3MOXKHOCTH HamMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
WCTIOJIb3YH 3TY BO3MOXHOCTb;

6. Ucnonb3yl HECKOJIBKO IIOYTOBBIX SIIMKOB. IlepBbI 1711 4acTHOM
MEPENUCKU C aApecaTaMu, KOTOPbIM Thl JOBEpSIEIIb. JTO SJICKTPOHHBIA aApec HE
HAJI0 UCIO0JIb30BaTh MPU PETUCTPaAIlMU Ha POopyMax U calTax;

7. He otkpwiBaii (aiiiabl U Apyrue BIOXKEHUSI B MHUChbMax, Ja)Xe €CIU OHU
IOPUIILIM OT TBOUX Apy3eil. Jlydlie yTo4yHM y HUX, OTHPABISIN JIU OHU TeOe 3TU
(baiibr;

8. [loce oxoHyaHusi pabOTHI Ha TOYTOBOM CEPBHUCE TMEpea 3aKPhITHEM
BKJIQJIKH C CAUTOM HE 3a0y/1b HaXKaTh Ha « BRIATHY.

KubepOynauHr unu BUPTyalbHOE U3/I€BATEIHLCTBO

KubGepOyummar - mpeciieioBaHHE  COOOIMICHHSAMH,  COJISp KaIuMU
ockopOeHus, arpeccuro, 3aIlyTUBAaHUE; XYJIUTAHCTBO; COI[MATIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHTOM:

1. He Opocaiics B 60ii. Jlyumuii cmoco0: mOCOBETOBATLCS KaK ceOsl BECTH U,
€CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHA4aje YCIOKOUThCSA. Ecium Tbl
HaYyHeIlllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUs, TO TOJBKO elie OoJibliie
pazoAOKeIb KOHPIIHUKT;

2. Yrpagisii cBoer KkubeppenyTraiuei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIlecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He ctouT BeCcTH XyJIUTAHCKUWA 00pa3 BHUPTyalbHOW >XU3HU. VHTEepHET
dbuKcHpyeT BCe TBOM NEWUCTBHS W COXpAaHSIET UX. YJAIUTh WX Oyner KpaiiHe
3aTPYIHUTEIBHO;

5. CoOmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupyit enuHuuHbli  HeratuB. (OQHOPA30BbIE OCKOPOUTEILHBIE
COOOIIEHHS TyUllle UTHOPpUPOBaTh. OOBIYHO arpeccusi mpeKpaiaeTcs Ha HauaabHOU
CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSMHU, B
COITMAJILHBIX CETSIX €CTh BO3MOXKHOCTb OJIOKUPOBKHM OTHPABKH COOOIICHUHN C
ONIPENICIICHHBIX aJIPECOB;

8. Ecnu ThI cBUneTens kKuOepOyuinHra. TBou AeMCTBUS: BBICTYIIUTH MPOTUB
npecieaoBaTens, MoKa3aTh €My, YTO €ro JEWCTBUS OLEHHUBAKOTCS HEraTUBHO,
NOJJIEPXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTUYECKAs MOMOIb, COOOIIUTH
B3pPOCIBIM O (haKT€ arpeCCUBHOTO TTOBEJACHUS B CETH.

MoOunbHBIN TenehoH

CoBpeMeHHbIe cMapTQOHBI U TIAHIIETH COIePkKAT B c€0€ BIIOJIHE B3POCIBIMA
GyHKIIMOHAN, W TEmeph OHM MOTYT KOHKYPHpPOBaTh CO CTAaIl[MOHAPHBIMU
KoMmbioTepamu. OJIHAKO, CPEJICTB 3AIIUTHI JJIsl MOJOOHBIX YCTPOMUCTB MOKA OYEHb



Mmazo. TectupoBaHue U MOUCK YSI3BUMOCTEN B HUX IIPOUCXOINUT HE TAK HHTEHCUBHO,
kak juis [1K, To e camoe kacaeTcss 1 MOOMJIBHBIX TIPHIIOKSHUM.

CoBpemeHHble MOOWIbHBIE Opay3epbl yKe MPaKTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJIOTH, OJIHAKO pacIMpeHne (yHKIIMOHAIa BIIEYET 3a COOOMU
OOJIBIIYIO CJII0)KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BC€ MPOU3BOAMTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIME
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He sBisercst mo-HacTosimeMy OecriaTHbIM. ByJlb OCTOpOXKeH, Belb
Korja Tebe mpeajaratoT OecrjiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUIATHBIE YCIIYTH;

Hywmaii, mpexe uem oTnpaBuTh SMS, ¢oto uiu Buaeo. Thl TOUHO 3HAEIHID,
r7e OHU OyIyT B KOHEYHOM UTOre?

Heob6xoammo 0GHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOEro cMapThOoHa;

Hcnonp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUIsI MOOMIIBHBIX Telle()OHOB;

He 3arpyaii mpuIokKeHUsI OT HEU3BECTHOTO MCTOYHUKA, BEIb OHU MOTYT
COJIepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECTICUCHHUE;

[Tocne Toro Kak Thl BBIMAELIb C CalTa, I'7I€ BBOAWJ JUYHYIO HH(POPMALHIO,
3aiii B HACTpoOiku Opay3epa u yaainu cookies;

[lepuonnuecku MpoBepsii, KaKue MIIATHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJBHOTO TelieOHAa TOJBKO JIOJSAM, KOTOPBIX ThI
3Haeulb U KOMY JOBEpPSICIb;

Bluetooth momkeH OBITH BBIKIIIOYEH, KOT/a Thl MM HE MoJjb3yelibes. He
3a0bIBail MHOT 1A TTPOBEPSITH 3TO.

Online urpst

CoBpeMEHHbBIE  OHJIAMH-UTPBI - 3TO  KPAaCOYHBIE, 3aXBATHIBAIOIIME
pa3BieueHUs, OOBEAUHSAIOIINE COTHU ThICSY YENOBEK MO BceMy Mupy. Mrpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYT C JIPYTOM, BBITIOJNHSIOT 3a/laHusl,
CPaKaIOTC C MOHCTPAMHM M TOJYYAarOT OMBIT. 3a YJAOBOJBCTBHE OHM ILJIATAT:
NOKYNaroT AUCK, OIJIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OIMLHUU.

Bce atu cpeacTBa uayT Ha NOJIEPKAHUE U PA3BUTHE UIPBL, & TAKXKE HA cCaMy
0€30MacHOCTb: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBITYCKAIOTCSI HOBBIE
naTuu (LU(poBbIE 3aIIATKU JUIsl IPOTPaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HbIX UTpax CTOUT OMacaThCsi HE CTOJIBLKO CBOMX CONIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHUCTeMa aBTOpU3AIMU OOJBIITMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MMaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroit urpok Beaet ceOs II0X0 WK CO3/aeT TeOe HEMPUSTHOCTH,
3a0JI0KHPYH €ro B CIIMCKE UTPOKOB;

2. [Moxanylics aIMUHUCTPATOPaM UTPhI HA IJI0XO€ MMOBEIEHNUE ITOTO UTPOKa,
KEJATeJIbHO NPHIIOKUTh KaKHE-TO JI0Ka3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3siBaii muunyto uHbopMaiuio B mpodaiine urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB 110 UI'PE;

5. He ycranaBnuBaii HeoQuIManbHbIe MATYU U MO/IbI;



6. cnonb3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. laxxe BO BpeMs UTPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [10Ka ThI urpaemis,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

OUIIMHT WK KPaxa JUYHBIX JaHHBIX

OOBIYHOM KpaKkel JeHEeT W JOKYMEHTOB CETOAHS Y)K€ HUKOTO HE y/IUBHIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA TEPEMECTUINCH B
UHTEPHET, U MPOJA0KAIOT 3aHUMAThCS «TIOOUMBIMY JIETIOM.

Tak mosiBWIIaCh HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WJIM (DUIIMHT,
IJIaBHAs 1€Jb KOTOPOTO COCTOUT B MOJYy4YEHUU KOH(MUJICHIIMATBHBIX JaHHBIX
M0JIb30BaTEJIeH - IOrMHOB U napoiieid. Ha anrnuiickom si3bike phishing ynraercs kak
¢bumuHr (ot fishing - peiOHast 10BIIA, password - aposib).

OCHOBHBIE COBETHI 110 OOpHOE ¢ PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mozi03peBaelib, YTO TBOSI aHKETA
ObLi1a B3JIOMaHa, TO HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Ucnionw3yii 6e30macHbIe BEO-CaliThl, B TOM YHCIIC, HHTEPHET-Mara3uHoOB 1
MOMCKOBBIX CHUCTEM;

3. Ucnionw3y#t clnokHBIE W pa3Hbie Tapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Ecnu T1e0g B37OMalu, TO HEOOXOAMMO NPEAyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbI€ T0OaBIEHBI y T€OsI B APY3bAX, O TOM, UTO T€OS B3JIOMaJH H,
BO3MOYHO, OT TBOEI'0 UMEHHU OYJIET pacchlIaThCs CIaM M CChUIKHM Ha (PUIIUHTOBBIE
CalTHhI;

5. YcranoBu HaaexHbid napoib (PIN) Ha MOOMIIbHBIN Tene(oH;

6. OTKJII0YM COXpaHEHHUE MaposIsl B Opaysepe;

7. He oTkpswiBail ¢aiiipl U Ipyrue BIOKEHHUS B MHUChbMaX, JaXe €CIH OHU
IPUIILTA OT TBOUX Jpy3eil. Jlydiie yTouyHM y HUX, OTIPABISIIN JIU OHU TeOe ITU
(aib.

[udposas penyTtanus

[udposas penyranus - 5T0 HEraTUBHAS WJIU MMO3UTUBHAS MHPOpMAITUS B CETU
o Tebe. Komnpomerupyromas uHpopmaius, pa3MmelieHHass B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThC Ha TBOEH peanbHOUW ku3HU. «l{udposas
penyTamus» - 3T0 TBOH UMUK, KOTOPBIA (GopMHUpyeTcss U3 HHPOpMaluu o0 TeOe B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TOJOKEHHE,
0COOEHHOCTH XapaKkTepa M paccKa3bl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MoApOCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOJUKAIlMU JIMYHOU
uHpopmanuu B MHTEepHETe, HE TOHUMAsi BO3MOXKHBIX IMOCHEACTBHIM. Thl gaxke He
CMOJXKEIIIb JIOTaaThCs 0 TOM, 4To (pororpadusi, pa3MelieHHast 5 JeT Ha3aj, craia
MPUYUHON OTKa3a MPUHATH TEOS Ha padoTy.

KommenTtapuu, pazmenienue TBoux ¢otorpaduii U Ipyrue AEUCTBUS MOTYT
HE UCYE3HYTh JIaXKE€ MOCJE TOr0, KaK Thl UX YJadullb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty uH(OpMaIIKIO, TToTaia JIh OHA B IOUCKOBBIE CUCTEMbI U COXPAHWIACh JI OHA, a
[JIAaBHOE: YTO MOAYMAIOT O TeOE OKpYKAroUIUe JIIOAU, KOTOpble HAUAYT U yBUJIAT



sT0. Haiitu uH(pOpMannio MHOTO JET CIYCTsS CMOXKET JI000# - Kak U3 J00phIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUUUHUTH BPE. DTO MOXKET ObITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3aIIUTE UPPOBON Py TAIIUN:

1. Tlonymaii, mpexie 4eM 4TO-TO IMyOJIMKOBaTh U MepeaBaTh y cedst B Oiore
WK B COIMAJILHOM CETH;

2. B Hactpoiikax mpo@uiis yCTaHOBHM OIPaHUYEHHUs Ha MPOCMOTP TBOETO
npo(uiIg U €ro COAEPKUMOTr0, CAENIAall €ro TONbKO «JJIs APY3Ei»;

3. He pa3memaii u He yka3biBail HH(OpPMAIUIO, KOTOPAsi MOKET KOTo-TM0o
OCKOPOJISITH MJIH OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJBHUKH - AaKTUBHBIE TIOJb30BATENU  LHU(PPOBOrO
npoctpaHcTBa. OJHAKO JajleKo HE BCE 3HAIOT, YTO IOJb30BAHME MHOTUMU
BO3MOXHOCTSIMU  IM(poBOro  Mupa TpeOyeT  coONoaeHHs TpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyalbHasi COOCTBEHHOCTHY» OTHOCHUTCA K Pa3IUYHBIM
TBOPEHHUSIM YEJOBEUECKOT0 yMa, HadyMHAas C HOBBIX HM300pPETEHHUN M 3HAKOB,
0003HavYaIKX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMHU,
¢dororpadpusiMu, KHHOPUIBMaMU U MY3bIKAJIbHBIMH MTPOU3BEACHUSIMH.

ABTOpCKHE MpaBa - 3TO MpaBa HA HMHTEIUIEKTYyaJbHYIO COOCTBEHHOCTb Ha
IPOU3BEIECHUS HAYKH, JIUTEPATypbl U UCKYCCTBAa. ABTOPCKHE IMpaBa BHICTYMAIOT B
KaueCcTBE TapaHTHUM TOTO, YTO HHTEJJIEKTYaJbHBII/TBOPUYECKUM TPYJl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyJAa, MOJYYUTh W3BECTHOCTh W mpu3HaHue. Hukro 6e3
paspelnieHuss aBTOopa HE  MOXET BOCHPOU3BOAWTH €ro  NPOU3BEACHUE,
pacnpocTpaHsiTh, MyOJWYHO JIEMOHCTPUPOBATH, IMPOJaBaTh, HMIIOPTUPOBATH,
nycKaTb B IPOKaT, MyOJIMYHO HCIONHSTH, [MOKa3bIBaTh/UCIONHATE B dduUpe Wiu
pasMmewars B IHTepHere.

Hcnonp30BaHne «IUPATCKOTO» MPOrPaMMHOTO  OOECIEYEHHS] MOKET
OpUBECTH K MHOTUM pHUCKaM: OT IMOTEpU JAAHHBIX K TBOMM aKKayHTaM J0
OJIOKHPOBKH TBOEIO YCTPOICTBA, i€ YCTaHOBJIEHA HeJerajbHas nporpamma. He
CTOMT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETajdbHblE M O€CIUIaTHBIE MPOrPaMMBbl,
KOTOPbIE MOKHO HalTH B CETH.

O noprane

CereBUUOK.p( - TBOM ITTaBHBIN COBETUUK B CETU. 3/1€Ch Thl MOXKEILIb Y3HATH O
0€30MacHOCTH B CETH TMOHSATHBIM W JOCTYIHBIM SI3IKOM, a TPU BO3HUKHOBEHUU
KPUTUYECKON CHUTyalluh OOpaTUTHCS 3a COBETOM. A TakyKe NMPUHATH ydacTUe B
KOHKYpCaXx U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



